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CLOUD NATIVE SECURITY

Cloudflare Containers handed each new
tenant 60 KiB of the last one's disk

The hole was not in the Firecracker boundary but one layer down, in Linux
device mapper thin provisioning. Anyone running dm-thin pools under
containers should check the same setting.

COMPILED FROM CLOUDFLARE BLOG, INFOQ

loudflare has closed a
cross-tenant data ex-
posure in Containers,

its Firecracker-backed
container service. The hole was
not in the virtual machine
boundary but one layer down:
the thin pools behind container

root disks ran with
skip_block_zeroing, so blocks
returned to a pool shared
across accounts unwiped.

The pools use a 64 KiB thin
block. A new container writing
4 KiB got a whole recycled
block, leaving up to 60 KiB of a

previous tenant readable.
Across 24 test placements on
22 nodes, 18 held residual ma-
terial: 5,614 directory blocks
and complete SQLite databases.
A runtime fix merged about
six hours after the September 4
report; cleanup finished Sep-

Continued on page 2
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18 of the 24 placements, on 22 nodes across
four continents, held another tenant's data.
Source: Cloudflare.
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PLATFORM ENGINEERING

Uber splits scaling intent from
execution across 100 clusters and

3 million cores

A ServiceScale CRD lets several orchestrators ask for capacity
at once. One year of rollout, two bugs worth copying down.

COMPILED FROM INFOQ

Uber's container platform runs
more than 100 compute clus-
ters across its own data centres
and Oracle and Google cloud,
about 4,000 services, 3 million
cores and 1.5 million pod
launches a day. Regional
failover was the trigger: reclaim
capacity from low-tier work-
loads during an outage instead
of parking idle reserve in every
region.

Rather than bolt failover logic
onto the existing deployment
controller, they added a Ser-
viceScale custom resource and
a controller that reconciles the
intent of several orchestrators
into Kubernetes objects. Two
failures dominated the year-
long rollout: stale informer
caches, and multi-writer con-
flicts that drifted ReplicaSet

metadata from the spec and
broke proportional scaling. An
arXiv paper from January re-
ports steady-state provisioning
cut from 2x to 1.3x.

Full story = www.infoq.com/news/2026/09/
uber-kubernetes-scaling

“Multi-orchestrator
systems aren't hard
because of the APIs.
They're hard because of
everything that
happens between
writes.”

— UBER CONTAINER PLATFORM
ENGINEERS

SECURITY

CVSS 10.0 path
traversal in
self-managed GitLab

is being probed in
the wild

COMPILED FROM INFOQ

Self-managed GitLab CE and
EE from 18.7 up to 19.3.1let an
unauthenticated attacker read
arbitrary files from the server,
as long as one public project
exists: CI/CD variables, runner
tokens, configuration. The fix
shipped September 11in 19.3.2,
19.2.6 and 19.1.8, backported to
19.0.9 and 18.11.12.

watchTowr saw in-the-wild
probes within hours of disclo-
sure and CISA has added the
bug to its Known Exploited Vul-
nerabilities catalogue. Upgrad-
ing is not enough: rotate CI/CD
variables, deploy tokens and
SSH keys, and verify packages
and images pulled during the
window.

Full story = www.infoq.com/news/2026/10/
gitlab-critical-vulnerabilities

CARTOON OF THE DAY

BACK IN 2 WEEK?
=

Drawing: Claude

He said he'd be back in two
weeks.

WHY IT'S FUNNY Two houseplants are
left on a windowsill while their owner
goes on holiday. The one on the right
has dried out completely and has hung
up a small sign reading “BACK IN 2
WEEKS”. The joke is that the plant has
turned its owner's cheerful promise into
its own out-of-office notice, and did not
live long enough to see it honoured.

DATES TO WATCH

Events and calls for papers

Oct 7-8
PromCon Europe, Munich

Oct 8
Dapr Day Virtual

Oct 9 CFP

NextGen Intelligence: Data, Cloud &
Al (London, Nov 17): talks due
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KRATEO NEWSROOM

PRESS RELEASE - FROM GITHUB RELEASES AND NOTIFICATIONS

Snowplow adds dry-run calls, oasgen-provider stamps versions, alerts

learn to pause

October 5, 2026 — Six snowplow releases, a breaking versioning change in oasgen-provider and an alert pipeline that deduplicates

incidents; nothing new merged on Agentiko.

KRATEO PLATFORMOPS
GitHub releases, github.com/krateo-platformops

snowplow 1.12.36 - oct 5

* New /call/dry-run surface, fieldValidation and raw=true reads;
Secret bodies are no longer cached.

github.com/krateo-platformops/snowplow/releases

oasgen-provider 0.29.0 - oct 5
* Configurations are stamped with their own version. 0.28.0 (Oct

alert-troubleshooter 0.2.45 - oct 2

* Alerts labelled krateo.io /paused skip their firings; one Incident
per problem, and the component is now alert-provider.

github.com/krateo-platformops/alert-troubleshooter/releases

Latest elsewhere: portal 1.8.64 and observability 3.1.18 (Oct 2),

core-provider 2.13.21 and installer 0.3.395 (Oct 5), frontend 1.6.93 (Oct

4).

KRATEO AGENTIKO

2) added version-scoped watching: a breaking change.
github.com/krateo-platformops/oasgen-provider/releases

CONTINUED FROM PAGE 1 - CLOUD
NATIVE SECURITY

Cloudflare thin pools
tember 19, with no sign of mali-
cious exploitation. If you run
dm-thin pools under contain-
ers or CI runners, check that
setting.

Full story = blog.cloudflare.com/containers-c
ross-tenant-vulnerability
www.infoq.com/news/2026/10/cloudflare-cr
oss-tenant-exposure

NEW MODELS

Aleph Alpha opens
Kolibri-1: 78B
weights, 3.5B active,
1M context, Apache
2.0

A German-English mixture
of experts trained to refuse
rather than guess.

COMPILED FROM ALEPH ALPHA

Released October 3, Kolibri-1
has 78.1 billion total parameters
and activates 3.46 billion per
token across 384 experts, with
a 1 million token context.
Weights are on Hugging Face
under Apache 2.0; expect about
140 GB of VRAM. Training took
24 trillion tokens on 768 B200
GPUs over 21 days, and Aleph
Alpha reports 44.0% non-hallu-
cination on AA-Omniscience.

Full story = aleph-alpha.com/en/blog/kolibri
-has-landed-a-sovereign-open-weight-model

Al ON KUBERNETES

Kueue 0.20.0 stops
serving vibetal:
rewrite your objects
before upgrading
Released September 30
alongside patches for the 0.19

and 0.18 branches.
COMPILED FROM GITHUB - KUEUE

“Kueue no longer serves
kueue.x-k8s.io /vlbetal.” Mani-
fests and clients must move to
vlbeta2 and existing objects be
rewritten with the release's mi-
gration script. Device-class
mappings named “pods” are
silently discarded and can leave
Workloads pending forever.

Full story = github.com/kubernetes-sigs/kue
ue/releases/tag/v0.20.0

NEWS IN BRIEF

SERVICE MESH

Istio leaves Google Cloud
on Dec 8

Istio stops publishing artifacts
to Google Cloud in December,
having moved to AWS. Images
and charts now live at
registry.istio.io and Docker
Hub. A deliberate outage test
runs October 13, 15:00-18:00
UTC.

— InfoQ
www.infoq.com/news/2026/10/istio-1-31-ag
entgateway

KUBECTL TIP
kubectl diff -f ./my-manifest.yaml

See the change before you apply it
(kubernetes.io)

GATEWAY API

Envoy Gateway 1.9.1: skip
1.9.0

CVE-2026-47775 was a padding
oracle in OAuth2 /OIDC session
cookies; 1.9.1 enforces

Merged into main this week

No new Agentiko pull requests since the last issue.

AES-256-GCM, so everyone
logs in again. Going from 1.9.0
can leave TLS listeners active
without certificates.

— InfoQ
www.infoq.com/news/2026/10/envoy-gatew
ay-1-9-1

HPC

Volcano fixes a DRA quota
bypass

Released September 30, ver-
sions 1.15.3, 1.14.6 and 1.13.5 fix
an int64 overflow in DRA device
counts that could walk past the
capacity plugin's quota checks.

— GitHub - volcano
github.com/volcano-sh/volcano/releases

KUBECTL TIP
kubectl top pod --sort-by=memory
Biggest memory users first

(kubernetes.io)

GITOPS

Flux 2.9.6 stops CRD
churn

The October 1 patch stops
helm-controller reapplying
chart CRDs on every upgrade
under server-side apply, a quiet
source of drift and API server
load.

— GitHub - fluxcd
github.com/fluxcd/flux2/releases

OPENSTACK

Designate DNS hijack
patched

CVE-2026-71193, published Oc-
tober 1 as USN-8860-1, is im-
proper validation of overlap-
ping zones in Designate: an au-
thenticated user could redirect
DNS traffic. Update and restart
it.

— Ubuntu Security
ubuntu.com/security/notices/USN-8860-1

PUZZLE - WORD SEARCH

Tem words fTom today's two pages are nidden in the grid.

FIND CONTAINER - ENVOY - GITLAB - INFERENCE - ISTIO - KOLIBRI - SCALING -
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Sources: Cloudflare, InfoQ, CNCF, Aleph Alpha, Ubuntu Security, GitHub, kube.events, Linux Foundation Events and others

Curated and summarised by Claude - always check the original sources
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