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TODAY Argo CD patches every supported kubectl cp can be made to write Ilm-d stops shipping its own

branch r.2

CLOUD NATIVE SECURITY

Harbor patches 12 flaws at once:

anywhere on Windows p.2

CUDA images p.2

anonymous users could read private

manifests

Four high-severity advisories landed on October 6. The worst lets any
account with push rights to one project delete tags in every other.

COMPILED FROM GITHUB - GOHARBOR
arbor published
H twelve advisories on
October 6, four high,
seven moderate and
one low, all fixed in 2.13.6,
2.14.5,2.15.3 and 2.16.0+. The
worst, GHSA-qj39-pjf2-wmrec,
is a path traversal: Harbor
checks permissions against the

raw request path, then serves it
after resolving the dot-dot seg-
ments.

That one bug opens two
holes. Anonymous users can
read manifests from private
projects, provided the instance
hosts one public project. Any
account with push access to a

single project can modify or
delete tags and manifests in ev-
ery project.

Robots are the other theme:
GHSA-w5fq-xrhj-j7g2, CVSS
7.2, let a system robot with
User: Update set the admin flag
on any user. If you cannot
patch, reject /v2/ requests
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All fixed in 2.13.6, 2.14.5, 2.15.3 and
2.16.0+. The release also bumps Go to
1.26.7 and bundled Trivy to 0.74.0. Source:

Continued on page 2 github.com/goharbor.
KUBERNETES OBSERVABILITY CARTOON OF THE DAY
cgroup vl now has a removal date: gpte)nTelemetTY'S
v1.38, and v1.35 already refuses to | .- ocrnetes
attributes processor
start hits v1.0.0 and

A kubernetes.io post of October 6 puts dates on a deprecation
drifting since v1.31. One command tells you if you are exposed.

COMPILED FROM KUBERNETES.IO

Paco Xu's post of October 6 fix-
es the timeline. cgroup v2 went
GA in v1.25 and cgroup vl en-
tered maintenance mode in
v1.31. From v1.35 the kubelet's
failCgroupV1 defaults to true,
so it will not start on a cgroup
vl node, and that escape hatch
goes away in v1.38.

The floor is Linux 5.8. Pres-
sure Stall Information went GA
in v1.36, in-place vertical scal-
ing needs v2 for accurate en-
forcement, and eBPF cgroup
programs will not attach with-
out it. Run stat -fc %T
/sys/fs/cgroup/ on every
node: cgroup2fs is fine, tmpfs is
not.

Full story = kubernetes.io/blog/2026/10/06/
kubernetes-cgroups-v2-shift

NEW MODELS

Mistral Large 4:
1.05T parameters,
49B active, weights
still to come

The preview API went live
October 6 at $1.36 per million
input tokens. Open weights
are promised for the end of
the month.

COMPILED FROM MISTRAL Al, VIA SIMON
WILLISON

Mistral opened a public pre-
view of Mistral Large 4, nick-
named Le Chonk, on October 6:
1.05 trillion total parameters, 49
billion active per token, a 1.6B
vision encoder and a stated
one-million-token context,
trained on 3,800 NVIDIA Grace

Continued on page 2

renames your labels

Stable for traces, metrics and
logs. Plural label attributes go
singular, so dashboards and
alerts need a pass.

COMPILED FROM INFOQ, OPENTELEMETRY

The k8sattributes processor,
which stamps pod, namespace,
node and workload metadata
onto telemetry, is now stable
for traces, metrics and logs. It
is not backwards compatible:
container.image.tag becomes
container.image.tags and plural
forms go singular,
k8s.pod.labels becoming
k8s.pod.label.

Full story = www.infoq.com/news/2026/10/
opentelemetry-kubernetes-observ
opentelemetry.io/blog/2026/k8s-attributes-p
rocessor-v1
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Drawing: Claude
You can never be too
careful.

WHY IT'S FUNNY A goldfish in its bowl
has strapped on a mask and a snorkel,
the tube poking up above the waterline,
even though it has gills and has lived un-
derwater its entire life. The joke is pure
overcaution: it is the fish equivalent of
wearing a life jacket in the bath. Anyone
who has over-prepared for something
completely safe will recognise the in-
stinct.

DATES TO WATCH

Events and calls for papers

Oct 9 cFP

NextGen Intelligence: Data, Cloud &
Al (London, Nov 17): talks due

Oct 9

Open Source Summit Europe opens
in Prague
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PRESS RELEASE - FROM GITHUB RELEASES AND NOTIFICATIONS

Snowplow redacts credentials from its logs; alert-provider goes native

Go

October 7, 2026 — On October 6 and 7 snowplow closed another credential-leak path at 1.12.39, alert-provider dropped its Python
controller, and the installer pulled both in at 0.3.406.

KRATEO PLATFORMOPS

GitHub releases, github.com/krateo-platformops

snowplow 1.12.39 - oct 6

* Endpoint credentials were written to logs in clear text and are
now redacted through redact.URL.
* One stale aggregated APIService used to break GET /list for ev-

ery category.

github.com/krateo-platformops/snowplow/releases

alert-provider 0.2.48 - oct¢

* The controller is now a native Go implementation, retiring the

Python one; the repo was renamed from alert-troubleshooter.
github.com/krateo-platformops/alert-provider/releases

CONTINUED FROM PAGE 1 - CLOUD
NATIVE SECURITY

Harbor advisories
with /../ at the proxy.

Full story = github.com/goharbor/harbor/rel
eases/tag/v2.15.3
github.com/goharbor/harbor/security/adviso
ries

March 2026 and 48% last week,
and one final Wrangler version
will point at cf.

Full story =
blog.cloudflare.com/cloudflare-cf-cli-launch
www.infoq.com/news/2026/10/cloudflare-cf
-cli

installer 0.3.406 -oct7

* 0.3.404 fixed secret data leaking into OpenTelemetry logs;
0.3.406 pins nightly-review 0.1.31.

github.com/krateo-platformops/installer/releases

Latest elsewhere: frontend 1.6.99 and nightly-review 0.1.31 (Oct 6-7),

core-provider 2.13.23 and portal 1.8.67 (Oct 5).

KRATEO AGENTIKO
Merged into main this week

autopilot PR #94 . merged Oct 2

* Sub-agent sessions are isolated per call, so one call's context
cannot bleed into the next. Relies on isolateSessions, live in ka-

gent 0.10.1.

Medium, CVSS 6.5, Windows
only. Fixed in kubectl 1.34.12,
1.35.9 and 1.36.5.

— discuss.kubernetes.io
discuss.kubernetes.io/t/security-advisory-cve-
2026-19444-kubectl-cp-path-traversal-on-wi
ndows-allows-arbitrary-file-writes/35301

CONTINUED FROM PAGE 1 - NEW
MODELS

Mistral Large 4
Blackwell GPUs.

The API costs $1.36 per mil-
lion input tokens and $4.18 per
million output. Weights are
promised for the end of Octo-
ber and the licence is named
only as "Open".

Full story -
simonwillison.net/2026/0ct/6/le-chonk
www.marktechpost.com/2026/10/06/mistral

-ai-releases-mistral-large-4-le-chonk-a-1-05t-
parameter-open-weight-multimodal-moe

NEWS IN BRIEF

GITOPS
Argo CD patches every
supported branch

3.5.4, 3.4.10 and 3.3.15 shipped
on October 6 with 3.6.0-rc2,
carrying coordinated security
fixes and no advisory numbers
yet. They also fix a repo-server
health-check timeout that
caused CrashLoopBackOff.

— GitHub - argo-cd
github.com/argoproj/argo-cd/releases

PLATFORM ENGINEERING

Cloudflare will
sunset Wrangler for
an agent-first CLI
covering 3,000 API
operations

cf is in open beta, generated
from OpenAPI schemas.
Agents already drive 48% of
Wrangler use.

COMPILED FROM CLOUDFLARE, INFOQ

cf covers more than 3,000 API
operations against roughly 280
functions in Wrangler, being
generated from Cloudflare's
OpenAPI schemas. Agents were
a quarter of Wrangler use in

NETWORKING

Gateway API firms up its
conformance suite

v1.6.3, October 6, stops marking
conformance tests for stable
features as provisional,
TCPRoute and UDPRoute in-
cluded, and adds a GatewayIn-
validParametersRef test.

— GitHub - gateway-api
github.com/kubernetes-sigs/gateway-api/rel
eases

CLOUD NATIVE SECURITY

kubectl cp can be made to
write anywhere on
Windows

CVE-2026-19444, announced
September 28, lets a malicious
tar inside a container write to
arbitrary paths on the client.

Al ON KUBERNETES

Ilm-d stops shipping its
own CUDA images

The September 29 release dep-
recates the CUDA and AWS
container images in favour of
upstream vLLM ones, renames
kv-cache to llm-d-router and
moves VLLM to 0.30.0.

— GitHub - lIm-d
github.com/lim-d/llm-d/releases

SECRETS

External Secrets 2.12.0
undoes a breaking change
Out October 6. It reverts the
imageRegistry change that
broke 2.11 charts, adds prefixes
and suffixes to the password
generator and extends Conjur
to cloud authenticators.

— GitHub - external-secrets
github.com/external-secrets/external-secrets
/releases

KUBERNETES

Talos closes its time API
to readers

Talos 1.13.11, October 1, drops
TimeService and TimeCheck
out of the os:reader role.

— GitHub - talos
github.com/siderolabs/talos/releases

PUZZLE - WORD SEARCH

Tem words fTom today's two pages are nidden in the grid.

FIND CGROUP - HARBOR - KUBELET - MANIFEST - MISTRAL - REGISTRY - ROBOT -

TELEMETRY - TRAVERSAL - WRANGLER
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Sources: Harbor, kubernetes.io, Mistral Al, OpenTelemetry, InfoQ, Cloudflare, GitHub and kube.events

Curated and summarised by Claude - always check the original sources
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