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INSIDE
TODAY

◆ EXPLOITED IN THE WILD

Five flaws from 2015 to 2023 join
the KEV catalogue P.2

◆ AI ON KUBERNETES

KServe 0.21 gives
ServingRuntime its own
resource claims P.2

◆ GITOPS

Argo CD 3.6's second candidate
logs who tried to log in P.2

AI ENGINEERING

Agents rewrote 800,000 lines of Copilot
into Rust: startup 5.25s to 292ms
Reported October 9: 14.5 weeks, 128 pull requests, 135 releases shipped while
the work ran — and commenters who think a compiler proves less than
GitHub implies.
COMPILED FROM INFOQ

THE REWRITE, COUNTED

128PULL REQUESTS

135 RELEASES SHIPPED

35   OF THOSE, STABLE

15   WEEKS OF WORK

GitHub's own figures, reported by InfoQ. The
14.5 weeks are rounded to 15 here; 100 of
the 135 releases were prereleases. Source:
infoq.com.

G itHub has moved the
runtime behind Copi-
lot CLI, the Copilot
app and the Copilot

SDK off TypeScript and Node.js
onto Rust, with AI agents writ-
ing most of the implementa-
tion. Over 800,000 lines of pro-

duction code were replaced.
The payoff is startup. Client

startup, session creation and
one turn took 5.25 seconds
through the old out-of-process
design, which needed Node.js
and V8 and about 100 MB of
working set per client. Embed-

ded in-process through a C ABI,
the Rust runtime does it in 292
milliseconds.

A temporary N-API layer,
2,019 exports against 3,356 call
sites, let existing tests cover
new Rust, then was deleted. Of
4,478 cargo check runs, 87.1 per

Continued on page 2 �

PLATFORM ENGINEERING

NIS2 and DORA need an artifact
with an owner, not another policy
document
A CNCF member post, October 9: security can write the rule,
but only the platform team can merge it. Not legal advice, the
author says.
COMPILED FROM CNCF, MEMBER POST

Matteo Bisi of Reevo maps NIS2
Article 21 and DORA Articles 8,
9, 10, 17, 19 and 28 onto six
things a platform team can
demo: a hardened image cata-
logue, a secrets manager as the
only credential path, audit and
ingress logs in the SIEM, an ad-
mission policy banning un-
pinned tags, an incident run-
book with a 24-hour fact pack,
and SBOMs retained in CI.

The handover is the artifact,
never the article number. His
RACI: platform engineering
managers are accountable, se-
curity is only consulted, and
each exception is owned by the
manager who asked for it.
Full story → www.cncf.io/blog/2026/10/09/
who-owns-nis2-and-dora-on-a-kubernetes-pl
atform-team

EVENT STREAMING

Cloudflare puts a
partitioned log on
object storage and
pays for it in latency
Public beta since October 1,
dissected October 9.
Cloudflare claims a second of
p99 produce latency; a tester
measured 7.5 seconds end to
end.
COMPILED FROM CLOUDFLARE, INFOQ

K2 is a durable, partitioned log
on R2. Object stores cannot ap-
pend, so an edge service holds
writes in memory, waits for a
batch to fill, then writes a seg-
ment file. That wait is the la-
tency. A tester measured deliv-
ery at 2.5 s p95 and 7.5 s p99,

Continued on page 2 �

CLOUD NATIVE SECURITY

Camel Karavan
applied whatever
your
kubernetes.yaml
asked for
Two flaws at CVSS 8.8,
published October 9, both
fixed in 4.22.1. No
exploitation reported.
COMPILED FROM SECURITYONLINE.INFO

CVE-2026-103413 covers 4.0.0
to 4.22.0: Karavan applies a
project's kubernetes.yaml with-
out checking resource kinds or
pod settings, so an authenticat-
ed user could deploy a pod with
host networking or raised priv-
ileges. CVE-2026-103412, a path
traversal back to 3.18.0, allows
writes outside the project fold-
er. Upgrade to 4.22.1.
Full story → securityonline.info/apache-came
l-karavan-vulnerabilities

CARTOON OF THE DAY

Drawing: Claude

Making excellent progress.
WHY IT'S FUNNY The rower is pulling
hard enough to sweat, and the boat has
not moved, because the anchor is still
down on the sea bed. The joke is effort
mistaken for progress: nobody checked
the one thing holding the whole trip in
place.

DATES TO WATCH
Events and calls for papers

Oct 12 CFP

KubeCon + CloudNativeCon Europe
2027 (Barcelona, Mar 18) and Future
Tech 2027 (Utrecht, Mar 11): talks
due

Oct 12–16 ONLINE

OpenStack and OpenInfra Project
Teams Gathering, virtual, with Kata
Containers, StarlingX and Zuul
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N E W S R O O M PRESS RELEASE · FROM GITHUB RELEASES AND NOTIFICATIONS

Snowplow 1.12.40 shuts the last credential leak; the installer jumps
Config Connector 59 minor versions
October 10, 2026 — Three components shipped on October 9: snowplow closed a credential leak, portal unstuck the Platform Review
drawer, and the installer jumped GCP Config Connector 59 minor versions.

KRATEO PLATFORMOPS
GitHub releases, github.com/krateo-platformops

snowplow 1.12.40 · Oct 9
• Credentials no longer leak through URL parse errors in logs, and

the AUTHN informer stops retaining Secret data.
• Live refresh works on dense pages: a POST variant takes data

that long GET URLs rejected.
github.com/krateo-platformops/snowplow/releases

installer 0.3.410 · Oct 9
• 0.3.408 moved GCP Config Connector from 1.99.0 to 1.158.0; all

206 GCP blueprints were rechecked.
github.com/krateo-platformops/installer/releases

portal 1.8.68 · Oct 9
• The Platform Review drawer hung with no error: the change-re-

quest claim ref had no name.
github.com/krateo-platformops/portal/releases

Also Oct 9: alert-provider 0.2.49 skips writes for covered firings. Lat-
est elsewhere: frontend 1.7.0 (Oct 8), core-provider 2.13.23 (Oct 5).

KRATEO AGENTIKO
Merged into main this week
No new Krateo Agentiko pull requests since the last issue.

CONTINUED FROM PAGE 1 · AI
ENGINEERING

Copilot in Rust
cent finished clean. Com-
menters were less impressed:
compilation does not check
cancellation, retries or back-
pressure.
Full story → www.infoq.com/news/2026/10/
github-copilot-rust-migration

CONTINUED FROM PAGE 1 · EVENT
STREAMING

K2 on R2
and a Cloudflare engineer
agreed the tail was worse than
expected. The beta is capped at
10 GB and 30 MB/s a stream.
Full story →
blog.cloudflare.com/cloudflare-k2-streams
www.infoq.com/news/2026/10/cloudflare-k2
-serverless-streams

CI PLATFORMS

CircleCI's runner
autoscaler hits 1.0,
and you cannot
upgrade in place
Machine Runner
Orchestrator 1.0.0 is
generally available, reported
October 9. The rename moves
the Helm chart and both
repositories.
COMPILED FROM INFOQ

It scales self-hosted runner
VMs from CI demand and now
drives CPU, GPU and ARM re-
source classes from one de-
ployment on GKE, AKS, EKS or
KubeVirt. Preview installs can-
not be upgraded: uninstall run-
ner-provisioner, then install

1.0.0, with those classes offline
in between.
Full story → www.infoq.com/news/2026/10/
circleci-machine-runner

NEWS IN BRIEF

AI ON KUBERNETES

KServe 0.21 gives
ServingRuntime its own
resource claims
Released September 25 and still
the latest. CRDs install inde-
pendently with a Helm chart
each, ServingRuntime now
takes DRA resource claims, and
RawDeployment HTTPRoutes
get canary traffic splitting.
— GitHub · kserve
github.com/kserve/kserve/releases/tag/v0.2
1.0

GITOPS

Argo CD 3.6's second
candidate logs who tried
to log in
v3.6.0-rc2, October 6. Login at-
tempts now record the user-
name, and client certificates
passed to argocd login are per-
sisted and reused. A repo-serv-
er health check fix covers
CrashLoopBackOff.
— GitHub · argoproj
github.com/argoproj/argo-cd/releases/tag/v
3.6.0-rc2

EXPLOITED IN THE WILD

Five flaws from 2015 to
2023 join the KEV
catalogue
CISA added five on October 8:
BIND CVE-2015-5477, Struts
CVE-2016-3081, Strapi

CVE-2023-22894, ONLYOFFICE
CVE-2021-3199 and ProFTPD
CVE-2015-3306. SonicWall
SMA1000 CVE-2026-102255, a
pre-auth SSRF at CVSS 10.0,
was flagged as exploited on Oc-
tober 9.
— securityonline.info
securityonline.info

SOVEREIGNTY

Source code is not
operational sovereignty,
an OSS EU panel says
Reported October 8 from
Prague. Jonathan Bryce (CNCF),
CRob Robinson (OpenSSF) and
Thierry Carrez (Linux Founda-
tion Europe) worked through
the EU framework's eight ob-
jectives. Their joint line: believ-
ing any region can be 100%

sovereign is naive.
— InfoQ
www.infoq.com/news/2026/10/technologica
l-sovereignity-panel

OBSERVABILITY

The OpenTelemetry
Collector drops the
Wavefront receiver
v1.1.0 / v0.162.0, September 29,
breaks things. The Wavefront
receiver is gone, the Elastic-
search exporter drops flush and
num_workers, and the Kafka
receivers' metadata retry limit
rises from 3 to 20.
— GitHub · open-telemetry
github.com/open-telemetry/opentelemetry-c
ollector-contrib/releases

KUBECTL TIP
kubectl diff -f pod.json

See the change before you apply it
(kubernetes.io)

PUZZLE  ·  WORD SEARCH
Ten words from today's two pages are hidden in the grid.

FIND CARGO · COPILOT · DORA · EVIDENCE · KARAVAN · KSERVE · PORTAL · RUNNER
· RUST · STREAMS

U Y C C W R D Y B U C B
W U A V S O N O D C R C
E Y K S E R V E R M S O
I E H M C K V A G N G U
Y D H A P C A B T R H L
R T G E O O F R A S O Y
E G C R R P A C A U Y I
N M G T T I R H I V U E
N H T S A L O H N A A W
U R S A L O D T V P T N
R Y U G U T I P P A G F
S H R S E V I D E N C E

KSERVEO
MKG
APCAR

REOORA
ERRPACA
NTTIRV
NTSALOA
USLODN
RUT

REVIDENCE

SOLUTION

Words run in every direction,
also backwards.

Sources: InfoQ, CNCF, Cloudflare, securityonline.info, KServe, Argo CD, OpenTelemetry, AWS, GitHub and kube.events Curated and summarised by Claude · always check the original sources
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